Phan Tich Co Ché Bao Mat Két Noi SSL
Certificate Pinning Trong Hé Thong Trwc
Tuyén
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An toan két néi la nén tang ctia moi giao dich tric tuyén. Giao thirc HTTPS v&i chirng
chi SSL/TLS d3 tré thanh tiéu chuan bat budc cho cac website hién dai. Tuy nhién, co
ché xéac thwe chirng chi truyén théng dwa vao céac td chirc chirng thwe (CA) van ton tai
nhirng 16 héng nhat dinh. Certificate Pinning ra d&i nhw mot Iép bao vé bd sung, cho

phép rng dung xac dinh chinh xac chirng chi hoac khda cdéng khai nao dwoc phép st
dung, ngdn chan hiéu qua cac cudc tan cong trung gian (MITM) ngay ca khi CA bj xam

pham.

Nguyén Ly Hoat Bong Cua SSL Certificate Pinning



Certificate Pinning 1a ky thuat gén két (pin) mot chirng chi sé hodc khoéa coéng khai cu thé
v&i mdt may chi hodc tén mién. Khi rng dung khéi tao két ndi HTTPS, né so sanh
chirng chi nhan dworc tr may chd véi chirng chi da dwoc nhing san trong (rng dung.
Néu khong khép, két ndi sé bj tir chéi ngay lap tire bat ké chirng chi cé dwoc CA cép
phat hop 1é hay khéng. Phwong phap nay loai boé hoan toan rui ro tir cac CA gia mao
ho&c bi xdm pham, déng thoi ngan chan cac cudc tAn cong s dung chirng chi do ké tan

cong tw cap.

C4 hai hinh thirc pinning chinh. Pin theo chirng chi (certificate pinning) Iwu trir toan bd
chirng chi gbc hodc chirng chi trung gian. Pin theo khéa cong khai (public key pinning)
chi lwu trir khoa cdng khai, linh hoat hon vi khéa cong khai khéng thay dbi ngay ca khi
chirng chi dwoc cép lai v&i théng tin khac. HTTP Public Key Pinning (HPKP) tirng 14 tiéu
chuan cho phép may chu chi dinh khéa céng khai qua HTTP header, nhwng d3 bj loai b
do rdi ro khéa ban than (self-DoS). Hién nay, pinning dwoc thwe hién chi yéu & phia (rng

dung thédng qua ma nguén hodc cu hinh nhing.

Trién Khai Certificate Pinning Trén Cac Nén Tang

Trén Android, Network Security Configuration cho phép khai bao chirng chi dwoc gan két
théng qua file XML céu hinh. Nha phat trién chi dinh danh sach cac chirng chi ho&c khéa
cong khai dwoc chap nhan cho tirng tén mién cu thé. Trén iOS, thw vién URLSession ho
tro co ché SecTrustEvaluate véi tly chon so sanh chirng chi tiy chinh, cho phép trién
khai pinning & cap d6 ma ngudn. Déi véi trng dung web chay trén trinh duyét, ky thuat
Subresource Integrity (SRI) va tinh nang Expect-CT header giup tang cwong bao mat &

mot mirc dd nhéat dinh.

Déi v&i cac nén tang nhu BRA8S, viéc trién khai Certificate Pinning trén ca (rng dung
web va di dong la buwéc quan trong dé bao vé giao dich va théng tin dang nhap cta
nguw®i dung. Khi rng dung dwoc cai dat tir ctra hang (rng dung chinh thirc, chirng chi
clia may chd dwoc nhing s&n vao ma nhi phan, ddm bao moi két nbi sau dé déu dwoc

xac thwe véi dung may chi that, khdng thé bi chan gitra bdi cac thiét bj trung gian.

Quan Ly Vong B&i Chirng Chi Pinning
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Mét trong nhirng thach thirc I&n nhét ctia Certificate Pinning la quan ly vong doi chirng
chi. Khi chirng chi hét han hodc bi thu héi, (rng dung can dwoc cap nhat véi chirng chi
m&i. Néu khoéng, ngwoi dung sé khong thé két ndi dén may chi ngay ca khi may chi da
dwoc cap chirng chi hop & tr CA. Giai phap cho van dé nay 1a pinning nhiéu chirng chi
dyw phong (backup pins). Théng thwdng, rng dung sé pin mét chirng chi chinh va hai
chirng chi dw phong tlr cac nha cung cip khac nhau, ddm bao ludn cé phwong an thay

thé khi can chuyén déi.

Chién lwoc cap nhat pinning can dwoc thiét ké can than. Béi véi ing dung di dong,
phién ban ma&i cé thé dwoc phat hanh qua clra hang trng dung trwde khi chirng chi hién
tai hét han. Déi voi tng dung web, qua trinh cap nhat dién ra nhanh chéng hon vi ma
ngudn dwoc tai tir may chi mbi lan truy cap. Két hop pinning véi co ché fallback théng
minh - cho phép két néi néu chirng chi khép véi bat ky chirng chi nao trong danh sach

dwoc Oy quyén - gilp can bang gitra bdo mat va kha dung cta dich vu.

Thwc Tién Kiém Thir Va Giam Sat

Kiém thir Certificate Pinning doi héi méi trworng dac thu. Céng cu nhw mitmproxy hodc
Burp Suite cho phép md phéng tAn cdng MITN dé kiém tra phan (rng cla (rng dung. Khi
pinning hoat déng dung, trng dung phai tlr chéi k&t ndi ngay 1ap tirc khi chirng chi khéng
khép. Viéc kiém thir cAn dwoc thuc hién trén cd moéi trwdng phat trién, staging va san

xuat d& dam bao khéng c6 trudng hop ngoai 1& nao bi bd sét.

Giam sat sau trién khai ciing quan trong khéng kém. Hé thdng can ghi nhat ky chi tiét
céc 16i xac thue chirng chi, bao gém thoéng tin vé chirng chi nhan dwoc va ly do tir chbi.
Céc cdng cu giam sat nhw Sentry hodc Crashlytics c6 thé thu thap bao cao 16i tir trng
dung nguoi dung thuc té, giup phat hién sém cac van dé vé chirng chi. Bé truy cap

https://bra88br.br.com/ va tim hiéu thém vé cac gidi phap bao mat két néi, nguoi dung cé

thé tham khao tai liéu k§ thuat dwoc cong bd trén nén tang.
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