Phan Tich Giai Phap Bao Mat Hé Thong

a
May Chu Cho Nén Tang Giai Tri Truwc

Tuyén

B&o mat hé théng may chi 1a nén tdng quyét dinh sw 6n dinh va uy tin ctia bat ky nén
tang giai tri trwc tuyén ndo. Trong bdi canh cac cudc tan cong mang ngdy cang gia tang
vé cd s6 lwong 1an mirc do tinh vi, viéc xay dwng mot chién lwoc bdo vé may chi toan
dién khéng con 1a lwa chon ma da trd thanh yéu cau bat budc. T viéc ciu hinh twéng
Icra dén quan ly truy cap tir xa, mbi I&p bdo vé déu déng vai trd quan trong trong viéc

ngdn chan cac mbi de doa tiém an va ddm bao di¥ liéu ngwdi dung ludn dwoc an toan.

Cau Hinh Hé Diéu Hanh Va Twéng Lira

Viéc cling ¢b bao mat hé diéu hanh may chu bat dau to nhirng budc co ban nhéat. Do

v&i cac may chi chay Linux, phién ban Ubuntu Server LTS duwoc wa chudng nhd tinh 6n
dinh va cdng déng hé tro rong I&n. Qua trinh hardening bao gébm vé hiéu hoa céc dich vu
khéng can thiét, cap nhat ban va bado mat thwdng xuyén va ciu hinh tham sé kernel phu

hop. Cong cu tw ddng héa nhw Ansible hodc Puppet gip quan trj vién trién khai cac



chinh sach bdo mat ddng nhat trén toan bé cum may chli ma khéng can can thiép tha

cong trng may.

Twdng Itra 1a 1&p phong thi dau tién va quan trong nhat. iptables 1a cdng cu twdng Itra
manh mé& cé san trén hau hét cac ban phan phdi Linux, cho phép thiét 1ap cac quy tac
kiém soat lwu lwgng mang mét cach chi tiét. Dbi voi nguwdi méi bat ddu, UFW
(Uncomplicated Firewall) cung cép giao dién don gian héa nhwng van dam bao hiéu qua
bao vé cao. Quy téc co’ ban bao gdm chan tat ca cac cbng khéng st dung, chi mé céc
céng dich vu can thiét nhw HTTP (80), HTTPS (443) va SSH (22) voi gidi han dia chi IP
nguén phu hop.

Quan Ly Truy Cap Tw Xa SSH

SSH la giao thirc quan tri tr xa phd bién nhét, déng thoi cling 1a muc tiéu thuwdng xuyén
cla cac cudc tan cong brute force. D& bao vé dich vu SSH, quan tri vién can thwc hién
mot sé bién phap bat budc. Dau tién, vd hiéu héa dang nhap bang mat khau va chi cho
phép xac thuc bang khoa SSH (public-key authentication). Thir hai, thay d6i cdng méc
dinh 22 thanh mét cdng khac dé giam thiéu lwu lwong quét tw dong tir robot tan céng.
Th ba, cai dat cong cu fail2ban dé tw déng chan cac dia chi IP c6 dau hiéu tan cong

sau mét s6 1an dang nhap that bai nhét dinh.

Céc nén tadng nhuw bd333 d&c biét cha trong dén khau bao mat truy cap may chi béi hé
thdng phai x( ly lwong Ién giao dich va di liéu ngwdi dung nhay cdm méi ngay. Viéc
trién khai gidi phap SSH key két hop véi xac thwe da yéu té6 (MFA) gitp gidm thiéu tbi da
nguy co truy cap trai phép vao hé thdng quan tri. Bén canh dd, ghi nhat ky chi tiét tat ca
cac phién SSH va phan tich dinh ky bang cac cdng cu nhw auditd gitp phat hién sém

céac hanh vi bat thuwong.

Quan Ly Ngwei Dung Va Phan Quyeén

Nguyén téc dac quyén tbi thiéu (least privilege) 1a kim chi nam trong quéan Iy ngu®i dung
trén may chi. Méi tai khoan chi dwoc cip dung quyén can thiét dé thwc hién cong viéc,
khéng thém bat ky quyén dw thira ndo. Trén Linux, viéc st dung sudo thay vi dang nhap

truc tiép bang tai khoan root gitp kiém soat va ghi lai moi 1&énh cé d&c quyén cao. Nhém


https://bd333.art/

nguwdi dung (user group) cho phép quan ly quyén truy cap theo tap thé, don gian héa

viéc cAp va thu hoéi quyén khi cé sy thay dbi nhan su.

Céng cu quan ly ciu hinh tap trung nhw FreelPA hodc LDAP gitp dong bd tai khoan
nguwoi dung trén nhiéu may chl, ddm bao chinh sach bao mat dwoc ap dung nhét quan.
Viéc dinh ky ra soat tai khoan khéng hoat ddng va thu héi quyén clia nhan vién da nghi
viéc 1a quy trinh bat budc dé tranh 16 hdng bao mat tir ndi bo. Két hop véi gidi phap giam
séat tap trung, doi ngli van hanh cé thé phat hién va xt ly kip thdi cac bat thwong trong

hé théng.

Giam Sat Va 'ng Pho Sw Co

Giam sat may chu theo thoi gian thuc la yéu t6 then chét dé duy tri hoat déng 6n dinh.
B& cong cu Prometheus két hop véi Grafana cung cap gidi phap giam sat toan dién, thu
thap sb liéu vé CPU, bd nhé, dung lwong dia va lvu lwong mang. Cac nguéng cadnh bao
dwoc thiét lap dé thédng bao ngay 1ap tirc qua email hoac (rng dung nhan tin khi cé bat
thudng, cho phép doi ngii k§ thuat phan trng nhanh chéng truéc khi sw ¢d anh hudng

dén nguoi dung.

Ké hoach &ng phé s cb (incident response plan) can dwoc xay dwng va kiém tra dinh
ky. Quy trinh bao gdm céac buwdc phat hién, ¢cd Iap, phan tich, khac phuc va rut kinh
nghiém. Viéc sao lwu di¥ liéu thuwerng xuyén va kiém tra kha nang khdi phuc la bién phap
phong ngtra quan trong, gitp giam thiéu thiét hai khi xay ra tAn céng ransomware hoac
thdm hoa hé théng. Chién lwoc sao lwu 3-2-1 (ba ban sao trén hai phwong tién khac
nhau vé&i mot ban sao ngoai tuyén) dwoc khuyén nghi cho moi hé théng quan trong. Dé
tim hiéu thém, ban c6 thé truy cap https://bd333.art/.
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